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ederal statistical agencies and their contractors of- alternatively if an agency has multiple or

ten collect data under pledge of confidentiality large programs review panel team or board might be

Before disseminating results as either public-use needed In this paper the term Disclosure Review Board

microdata files or tables agencies should apply statisti- refers to formal agency disclosure review even though

cal methods to limit disclosure of the data discus- such review might be handled by one person in the

sion of such methods can be found in the Federal Corn- agency The Checklist on Disclosure Potential of Pro

mittee on Statistical Methodologys FCSM 1994 re- posed Data Releases called Checklist is one tool that

port Report on Statistical Disclosure Limitation Meth- can assist in such reviews

odology Statistical Policy Working Paper SPWP 22
One recommendation in SPWP 22 was that agencies The Checklist consists of series of questions de

should centralize their method for reviewing disclosure
signed to assist an agencys Disclosure Review Board

limitation procedures and products The Checklist on
in determining the suitability for release of microdata

Disclosure Potential of Proposed Data Releases re- files and tabular data collected from individuals and or
ferred to as Checklist is one tool that can assist in such

ganizations under an assurance of confidentiality It

reviews
contains three main sections The first section pertains

to microdata files that contain information from mdi-
This paper contains four sections The first describes

viduals or establishments while the next two sections

the history of the Checklist The second contains list

refer to tabular data from individuals and establishments
of suggested uses The third describes the three main

components of the Checklist The last section has short
respectively In creating this Checklist the Interagency

Confidentiality and Data Access Group ICDAG has

summary and description of future plans
liberally borrowed descriptions and definitions from

SPWP22
Background

Federal statistical agencies and their contractors of-
This Checklist is based on one that is used at the

ten collect data under pledge of confidentiality They
U.S Bureau of the Census In 1996 it was modified

collect data from wide variety of sourcespersons
and adopted for use by the National Center for Health

businesses or other types of organizations Before dis-
Statistics Staff at the Bureau of Labor Statistics ex

seminating results as either public-use microdata files
panded the section on tabular products from establish-

or tables agencies apply statistical methods to protect
ments and organizations ICDAG members who

rep-

the confidential information that they collect review resent about 20 different Federal statistical agencies for

and evaluation of the statistical disclosure limitation tech- description of ICDAG see de Wolf 1997 became

niques used by Federal statistical agencies can be found very interested in broadening the applicability of the

in FCSMs SPWP 22 In addition SPWP 22 con- Checklist Along the way many members contributed

tains set of 12 recommendations to improve disclo- to its development and refmement

sure limitation practices

The Checklist

In discussing the recommendation that agencies

should centralize their review of disclosure-limited data The Checklist begins with cover sheet that asks

products SPWP 22 suggests that if the number of pro-
for basic information about the proposed data release

grams is small such review could be handled by one It has three main sections
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Microdata present the aggregate of quantity of interest over all

units in the cell Equivalently the data may be presented

Most microdata files contain demographic infor- as an average by dividing the aggregate by the number

mation Some questions in this section may not be ap- of units in the cell Demographic data are typically re

plicable for establishment-basedfiles ported as frequency count data

major part of this section of the Checklist focuses The second section of this Checklist should always

on geographic information because it is the key factor be completed if the tabulations are based on complete

in permitting inadvertent identification In demo- count or an enumeration of the target population Its

graphic survey few respondents could likely be identi- use should also be considered when

fled if located within single State but more respon

dentsespecially those with rare and visible reported IJ the tabulations identify small geographic ar

characteristicscould be identified if located within eas e.g areas with populations less than

county or other geographic area with 100000 or fewer 100000 or

persons
IJ large sampling fraction was used as in the

The risk of inadvertent disclosure is higher with case of the decennial census long-form sample

publicly released data set that has both detailed geo- or

graphic variables and detailed extensive set of survey

variables The risk is also often function of the quality
the tables have large number of dimensions

and quantity of auxiliary information data from or cells or cover especially sensitive topics

sources external to the data to be released This auxil

iary information is often difficult to assess for its disclo-
Tabular Data from Establishments or Other Types of

sure risk Coarsening data set by dropping survey Organizations

variables collapsing response categories for other vari

ables and/or introduction of statistical perturbation called
This section pertains to tabular data collected from

noise in the data are techniques that may reduce the organizations under pledge of confidentiality As with

risk of inadvertent disclosure Kimand Winkler 1995 demographic data tables can be of two types Tables of

frequency count data contain the number of units in

For surveys ofestablishments the issues are gener-
cell Tables of magnitude data present the aggregate of

ally jfferent as such entities are often selectedfrom very quantity of interest over all units in the cell Thus

skewed populations For example in the U.S there table of the number of establishments within the manu

are only handful or so ofhospitals with 1000 or more facturing sector by industrial classification group is an

beds and inadvertent disclosure in survey of hospi- example of the former whereas table that presents
the

tals might be possible uiing dtail on the number ofbeds total value of shipments for the same cells is an example

and geographic information as large as Census re-
of the latter Different statistical disclosure limitation

gion
methods can be used depending on the type of data be

ing presented although for practical purposes entirely

Tabular Data from Persons or Households rigorous definitions are not necessary

This section pertains to tables based on data col- Completing the Checklist

lected from persons or households referred to as demo

graphic data under pledge of confidentiality Tables The Checklist was developed with the following

can be of two types Tables of frequency count data considerations

show the number in the population with certain charac

teristics or equivalently the percent of the population
It should be completed by person who has

with certain characteristics Tables of magnitude data appropriate statistical knowledge and is famil

-116-



Ti CHECKLIST ON DISCLOSURE POTENTIAL OF PROPOSED DATA RELEASES

jar with the microdata file or tabular material of restricted access procedure is the Census Bureaus

in question i.e branch chief survey manager Research Data Centers that enable researchers to have

statistician or programmer While this im- access to establishment microdata under carefully con-

plies considerable familiarity with survey and trolled conditions at one of three data centers the Bu
statistical terminology those without such reau plans to add other remote sites in the near future

background will nonetheless be able to under- similar research data center was started at the Na-

stand much of what it is intended to accom- tional Center for Health Statistics in 1998 Another cx

push Those who need primer on statisti- ample would be the licensing of researchers to use at

cal disclosure limitation methods should see their university or research center datasets that contain

Chapter of SPWP 22 or for information more detailed information than the standard public use

on the use of noise for tabular data Evans microdata file This approach is used by the National

Zayatz and Slanta 1996 Two additional use- Center for Education Statistics

ful resources are the 1996 Eurostat publication

and the book by Willenborg and de Waal Uses for the Checklist

1995
In addition to helping an agencys Disclosure Re-

Responses to questions in the Checklist are not view Board to determine the disclosure potential of
pro-

intended to supply all the information that posed data releases the Checklist has other uses

might be required by Disclosure Review

Board before microdata file or table is re- IJ it can serve an important educational function

leased to the public Some additional ques-
for program staff who complete the Checklist

tions may need to be answered and/or given

special consideration Nonetheless if files and it can provide documentation when an agency

tabular material are reviewed with the aid of is considering release of related data files and

the Checklist early enough the need for time- tabulations and

consuming and costly re-programming of the

data to be released can be avoided This al- 11 it can be very useful in defending legal chal

lows additional time for coordination with col- lenges to an agencys decision to withhold cer

laborators and other potential users tam tabular data or restrict data contained on

public-use file

Of course there are two sides to the application of

statistical disclosure limitation procedures limiting dis- Note that the Checklist reflects the current standards

closure risk and releasing data that are analytically use- of the Census Bureau and the National Center for Health

ful Products that meet the criteria for public release Statistics for the release of data for public use

will often not meet all user requirements When there

are several methods of meeting requirements for public Summary and Future Plans

release the alternative that provides data with the great

est analytic value is clearly preferred
Users should complete the cover sheet and answer

all questions for the applicable sections Obviously

There are instances when the tabular/microdata prod- if it is distributed as paper document those who need

ucts are not adequate for certain types of research uses more space for an answer would attach continuation

To accommodate such users some agencies have de- sheet and identify the number of the question

veloped restricted access procedures that place condi

tions on who can use the data for what purposes at The Checklist is not fixed document and agen

what locations etc see Jabine 1993 for an excellent cies are encouraged to modify it to suit their particular

description of broad
array

of restricted access proce- needs With appropriate modifications the Checklist

dures used by U.S statistical agencies One example can be adapted by Federal agencies as well as other
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organizations and used to review material of varying Luxembourg Eurostat

levels of confidentiality ICDAG encourages Federal

agencies to tailor the Checklist as needed for their own Evans Zayatz and Slanta August 1996

uses Using Noise for Disclosure Limitation of Tabular

Data Proceedings of the 1996 Annual Research

The Checklist is work in progress that will be Conference and Technology Interchange Wash-

changed refined and modified as new approaches and ington DC U.S Department of Commerce

techniques are developed However there is need to Bureau of the Census pp 65-86

have it in semiformal stage so that it can be more

widely disseminated Therefore the Checklist will be Federal Committee on Statistical Methodology May
reviewed by ICDAGs parent committeeFCSM-dur- 1978 Report on Statistical Disclosure and

ing the latter part of 1998 Once it is approved for Disclosure-Avoidance Techniques Statistical

broader dissemination by FCSMICDAG will make the
Policy Working Paper Washington DC U.S

Checklist available on the FCSM web site in several a-
Department of Commerce Office of Federal

temative formats including PDF Statistical Policy and Standards

Comments suggestions and questions about the Federal Committee on Statistical Methodology May
Checklist can be sent to any of the authors 1994 Report on Statistical Disclosure Limitation

Methodology Statistical Policy Working Paper

11 Virginiade Wolf V202-395-7314 F202- 22 Washington DC Office of Management and

395-7245 vdewolfomb.eop.gov Budget Office of Information and Regulatory

Affairs Statistical Policy Office

11 Alvin Zarate 301-436-6044 301-436-

3503 aoz1cdc.gov and
Jabine 1993 Procedures for Restricted

Access Journal of Official Statistics 92 pp
Cl Laura Zayatz 301-457-4955 301-457-

537-589
2299 laura.zayatzccmail.census.gOV

Those interested in obtaining copy of the Check-
Kim J.J and Winkler W.E 1995 Masking

Microdata Files American Statistical Associa
list should include mailing address

tion 1995 Proceedings of the Section on Survey

Authors Note Research Methods pp 114-119

The views expressed in this paper are those of the
Marsh Dale and Skinner September

authors and do not necessarily represent the views of 1991 Safe Data versus Safe Settings Access to

their respective agencies Office of Management and
Customised Results from the British Census

Budget National Center for Health Statistics and the Proceedings of the 48t Meeting of the Interna

Bureau of the Census
tional Statistical Institute pp 63-91
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