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This memorandum issues guidance on standards for using email and is effective as of 
August 16, 2024. It remains in effect until IRM 1.10.3 is updated and published. Please 
ensure this information is distributed to all affected employees within your organization. 

Purpose: This interim guidance implements changes to email standards related to IRS 
information technology (IT) encryption requirements. Privacy policy defines what 
sensitive information to protect and IRM 10.8.1.4.19.2.1, Electronic Mail (Email) Security 
defines that sensitive information in emails must be encrypted. This interim guidance 
also implements changes to email standards regarding the signature line. 

Background/Source(s) of Authority: This interim guidance falls under the authority of 
IRM 1.10.3, Standards for Using Email. 

Procedural Change: The procedural changes in the attached interim guidance apply. 

Effect on Other Documents: This guidance will be incorporated into IRM 1.10.3 by 
8/16/2026. 

Effective Date: August 16, 2024 

Contact: If you have any questions, please email the Associate Director, Office of 
Communications, at *IRS Communications. 

Attachment Interim Guidance: CL-01-0824-0001 

Distribution: 
Chief of Staff, Office of the Commissioner 
Chief, Independent Office of Appeals 

Terry
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Chief Communications & Liaison (C&L) 
Chief Diversity Officer 
Chief Data & Analytics 
National Taxpayer Advocate Service (TAS) 
Chief, Facilities Management 
Chief Procurement Officer (CPO) 
Chief Financial Officer (CFO) 
IRS Human Capital Officer (HCO) 
Chief Information Officer (CIO) 
Chief Privacy Officer (CPO) 
Chief Risk Officer (CRO) 
IRS Deputy Commissioner 
Chief, Criminal Investigation (CI) 
Commissioner, Large Business and International Division (LB&I) 
Director, Office of Professional Responsibility (OPR) 
Division Commissioner, Small Business/Self-Employed (SB/SE) 
Commissioner, Tax Exempt and Government Entities (TE/GE) 
Chief, Taxpayer Services (TS) 
Director, Whistleblower 
Chief Counsel 
Chief, Taxpayer Experience Office 

cc: IMD Coordinator Office of Servicewide Policy, Directives, & Electronic Research 

Interim Guidance: CL-01-0824-0001 

The following changes take effect August 16, 2024 for IRM 1.10.3 

This memorandum uses ellipses (…) to show existing policy not changed and only 
shows the paragraphs with changes. 

1.10.3 
(8-16-2024) 
Standards for Using Email 

… 

1.10.3.2 (8-16-2024) 
Security/Privacy 

… 
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(4) No officer or, employee or contractor of the IRS may use a personal email account 
to conduct any official business of the government. For details, see the interim guidance 
in PGLD-10-0616-0003. “Using IRS and Personal Email Accounts” (to be incorporated 
into the Email section of IRM 10.5.1.6.8 Privacy Policy, Email and Other Electronic 
Communications).

… 

1.10.3.2.1 (8-16-2024) 
Secure Messaging & Encryption 

… 

(4) Use the Secure Enterprise Messaging System (SEMS, or "Secure Messaging") for 
sending Microsoft Outlook messages that contain SBU data. Secure Messaging 
enables you to digitally encrypt email messages and attachments for transmission 
among IRS email users including Criminal Investigation,, the Treasury Inspector 
General for Tax Administration (TIGTA), and Chief Counsel employees. In order for 
you to send a secure message through Outlook, both you and the recipient must 
have Secure Messaging installed. This allows authorized employees to transmit 
SBU information to other authorized employees within the system once they have 
been enrolled and received training.

(5) Secure Messaging enrollment is an automated process for all LAN accounts with an 
Exchange mailbox in IRS. You can find the instructions for configuring the Outlook 
client to use the certificates at the Secure Enterprise Messaging Systems (SEMS) 
web site: http://documentation.sems.enterprise.irs.gov/.

(6) Alternatively, you may encrypt files to be e-mailed as attachments using the latest 
software provided by IT. Instructions are provided at http://findit-mits.web.irs.gov/.

(7) Do not send emails containing SBU data to taxpayers or their authorized 
representatives, even if requested, because of the risk of improper disclosure or 
exposure. Do not email SBU data to other external stakeholders, unless specifically 
authorized. For details, see the interim guidance on PGLD-10-0616-0003. “Using 
IRS and Personal Email Accounts” (to be incorporated into the Email section of IRM 
IRM 10.5.1Privacy Policy).

(4) For what sensitive information to protect in email, such as SBU data, refer to IRM 
10.5.1.6.8 Email and Other Electronic Communications. For updates to IRM 
10.5.1.6.8, see the interim guidance on PGLD-10-1023-0002 (to be incorporated into 
IRM 10.5.1 Privacy and Information Protection, Privacy Policy).

(5) For guidance on encryption and email encryption requirements with an IT-approved 
encryption solution, refer to IRM 10.8.1.4.18.12 SC-13 Cryptographic Protection and 
IRM 10.8.1.4.19.2.1,Electronic Mail (Email) Security. For updates to IRM

http://findit-mits.web.irs.gov/
https://irm.web.irs.gov/link.aspx?link=IRM%2010.5.1
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10.8.1.4.19.2.1, see the interim guidance on IT-10-0424-0009. (to be incorporated 
into IRM 10.8.1 Information Technology (IT) Security, Policy and Guidance). 

(6) For help with email encryption, see Encrypt emails in Outlook.

… 

Exhibit 1.10.3-2 (8-16-2024) 
Postscript/Signature 

Your email signature section should include only the identifying information that would 
otherwise be included in any official IRS communication (i.e., business card, 
memorandum, letter, etc.): 

• Name
• Title
• Pronouns (optional)
• Organization
• Street/email address
• Telephone/fax numbers

Refrain from including quotes or other personal messages as part of the signature 
section. 

… 




